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Introduction - About me

= Hardware security expert at ANSSI

= Focus on fault attacks on modern SoCs
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Introduction - SEs vs SoCs

Smartcards =4 Smartphones 0

= secure elements (SEs) = complex systems on chip

(SoCs)
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Introduction - Perturbation attacks
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Password authentication of the sudo program on Debian 9

Targets
BCM2837 Intel Core i3-6100T BCM2711b0
(Raspberry Pi 3 B) (Custom motherboard) (Raspberry Pi 4)
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Case study - Evaluation methodology

Program structure
analysis
sudo, sudoers.so,
libpam.so, pam_unix.so
Program
analysis

Kernel
mechanisms
Dynamic linker, Memory allocation, Kernel

Address resolution analysis

Hardware

characterization

CPU, MMU
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Characterization - State of the art

Injection mediums

Clock © Voltage ¥ EM & Laser @
Control flow
hijacking on ARM
Forced memory Cortex-M3 [Buk+18]
Program & ACK on
MCUs [BFP19]

Data corruption on

E?’\ ARM Cortex-M3 [Mor-+14b]
g Instruction skip InstructiontsKipfon Instruction skip and
'E ISA & ||and corruption on ATMega328P [Men-+20] data corruption
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=]
3
<
Data and instruction
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Cache corruption on
ARM Cortex-M4 [Riv-+15]
) Pipeline ) Flash corruption on
Micro- | | corruption on Data bus corruption [Mor-+14a] ATMega328P [Kum+18] and
architecture £ | | RISGV on ARM Cortex-M3 ARM Cortex-M3 [Col+19]
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Characterization - State of the art

Injection mediums
Clock © Voltage EM & Laser @
AES DFA, PFA and attack on sudo
on BCM2837, BCM2711b0 and Intel Core i3
[TBC19; TBC20; Tro-+21]

A
Program & Fault AES on

ARM Cortex-A9 [MBB16]
Fault 1ibpam strncmp() on
ARM Cortex-A9 [Gai+20]

Instruction corruption
Instruction on BCM2837, BCM2711b0 and Intel Core i3

corruption on 0
1SA & ARMp [TBC19; TBC20; Tro+21]

Cortex A [TSW16] | [fnstruction corruption
on ARM Cortex-A9 [Pro+19]

Abstraction layer

Mi Cache and MMU corruption
hi ‘C:;é on BCM2837, BCM2711b0 and Intel Core i3
architecture [TBC19; TBC20; Tro+21]
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Test program
orr ; ;
/*
* Arbitrary number
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*/

orr R 5
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Case study - Characterization Method

Test program Initial values
orr r5, r5; Register | Initial values
/% r0 0xff£e0001

rl 0xf££d0002
r2 0xfffb0004
r3 0xf££70008
r4 0xffef0010

* Arbitrary number
* of repetitions
*/

orr , 5
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Case study - Characterization Method

Test program Initial values
Register | Initial values

orr s E
/% r0 Oxf£ffe0001

rl 0x£££d0002
r2 0xf££fb0004
r3 Oxf££70008
rd O0xffef0010

* Arbitrary number
* of repetitions
*/

orr R 5

Top down approach

ISA
Micro-Arch
[ Cache | [Decode | [Execute] [Fetch] MMU

11



Characterization - BCM2837 (Raspberry Pi 3)




Characterization - BCM2837 (Raspberry Pi 3)
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Characterization - BCM2837

Faulted register distribution regarding the executed

instruction
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Characterization - BCM2837

Faulted value distribution regarding the executed instruction
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Characterization - Analysis tool

results.csv

Parser

Y

Results
results. json
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Characterization - BCM2837

Fault model distribution regarding the executed instruction
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Characterization - BCM2837

Fault model distribution regarding the executed instruction
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Characterization - BCM2837

Instruction matching the OR fault model for the orr s

instruction
Faulted instruction | Occurrence (%)
orr rb, 92.54%
orr r5, 6.14 %
orr r5, 1.32%
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Characterization - BCM2837

Instruction matching the OR fault model for the orr s

instruction
Faulted instruction | Occurrence (%)
orr rb, 92.54%
orr r5, 6.14 %
orr r5, 1.32%

Instruction matching the AND fault model for the and s
instruction

Faulted instruction | Occurrence (%)
and r8, 100 %
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racterization - BCM?28

ARM data processing instruction encoding

If immediate value bit (25) is set to 0
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Characterization - BCM2837

ARM data processing instruction encoding

If immediate value bit (25) is set to 0
3130292827 2625242322212019181716151413121110 9 8 7 6 5 4 3 2 1 0

OpCode First Destination Second operand

operand register

If immediate value bit (25) is set to 1
3130292827 2625242322212019181716151413121110 9 8 7 6 5 4 3 2 1 0

OpCode First Destination Immediate value

operand register

20



Characterization - BCM28

destination
(instruction bits \K first operand (instruction bits 16 to 19)
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Characterization - BCM2837

Immediate value test code

mov , #255
cmp , #2565
bne
b

fault: mov , #170
b

nofault: mov , #85

end: nop
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Characterization - BCM2837

Immediate value test code

mov , #255
cmp , #2565
bne
b
fault: mov , #170
b
nofault: mov , #85
end: nop

Results
Fault | r9 = 170 | r9 = 0xfffcb924 | Unknown
Rate 94% 4% 2%

22



Characterization - BCM2837

Memory subsystem pathing
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Characterization - BCM2837

Memory test code

str r8, [r9] // Several
ldr r8, [r9] // times

Initialization

= memory page allocated (4kB)

= registered initialized to address in the page
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Characterization - BCM2837

Memory test code

str r8, [r9] // Several
ldr r8, [r9] // times

Initialization

= memory page allocated (4kB)

= registered initialized to address in the page
Results

» 1dr r8, [r9] — 1ldr r8, [PC] (25%)
» 1dr r8, [r9] — mov r8, (74.4%)

= no fault on fetched data

24



Characterization - BCM2711b0

Spots leading to faults on orr r5,r5 test code

s per position
Number of faults per position

Y position (mm

X position (mm)
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Characterization - BCM2711b0

Probability (%)

Fault model distribution on orr r5,r5 test code

80 - Il Laser
B EM (pos. 1)
B EM (pos. 2)
60 -
40
20 | ‘ | I
0 1 T \
Unknown Bit Bit  AND WOV XOR MOV OR  AND  OR
after after >> 5 >> 1

reset

set

after
exec

Fault model

exec exec
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Characterization - Intel Core i3-6100T

or s

> N no w - ot
Number of reboots per positions

—

246 81012141618202224 2628
Position (mm)

Spots leading to reboots

Faulted register:

= rbx in 100% of the cases
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Characterization - Intel Core i3-6100T

Probability (%)

Fault model distribution

50

Bit reset OR Mov AND >> 1
after after
Fault model

I nov rbx, rbx
I or rbx,rbx

OR >> 1 AND
after after
exec exec

28



Conclusion

= Different injection mediums have shown the similar fault
models on different architecture (ARM, x86) and targets:
= we suppose that there is an underlying common mechanism
sensitive to perturbation,,

= the instruction cache was identified as faulted on the
BCM2837

= EM fault injection is less efficient on flip chips

29



= improve the fault analyzer
= micro-architectural characterization on remaining targets,
= development of countermeasures to protect the instructions,

= analyzing the Linux kernel and security programs against
faults,

= confirming the sudo attack path with an actual attack

30
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Shell command

Kernel «
Executable and dynamic dynamic,

and mapping

Program execution

, dependencies loading linker 1
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Appendice - Linux program life

Shell command

: Kernel 1
E Executable and dynamic dynamic,
: dependencies loading \inkeri
: and mapping .
O E .
Program <
dlopen()

: Modules and dynamic
E dependencies loading

' and mapping
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Appendice - Linux program life

Shell command

: Kernel 1
E Executable and dynamic dynamic,
: dependencies loading \inkeri
: and mapping .
O E .
Program <
dlopen()

End of execution E Modules and dynamic E
E dependencies loading E
; Kernel and mapping :
1 Dynamic '
E linker '

30



Appendice - BCM2837 Characterization

Determining the number of faulted instructions

Test code

mov 10,

mov rl,

mov r2,

nov , Result

mov r4, On average:
mov S = 1.45 faulted instructions
mov 16,

mov 17,

mov 18,

mov 19,

30



Appendice - BCM2837 MMU fault

VA -> PA

0x0 -> 0x0 0x80000 -> 0x80000
0x10000 -> 0x10000 0x90000 -> 0x90000
0x20000 -> 0x20000 0xa0000 -> 0xa0000
0x30000 -> 0x30000 0xb0O000 -> 0xb0O000
0x40000 -> 0x40000 0xc0000 -> 0xc0000
0x50000 -> 0x50000 0xd0000 -> 0xd0000
0x60000 -> 0x60000 0xe0000 -> 0xe0000
0x70000 -> 0x70000 0xf0000 -> 0xf0000
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Appendice - BCM2837 MMU fault

VA -> PA

0x0 -> 0x0 0x80000 -> 0x0
0x10000 -> 0x10000 0x90000 -> 0x0
0x20000 -> 0x20000 0xa0000 -> 0x0
0x30000 -> 0x30000 0xb0000 -> 0x0
0x40000 -> 0x40000 0xc0000 -> 0x80000
0x50000 -> 0x50000 0xd0000 -> 0x90000
0x60000 -> 0x60000 0xe0000 -> 0xa0000
0x70000 -> 0x70000 0xf0000 -> 0xb0000
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Appendice - OpenSSL AES

Number of faulted ciphers with a specific number of faulted

diagonals regarding the delay of injection
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Appendice - OpenSSL AES

Number of faulted ciphers with a specific number of faulted
diagonals regarding the delay of injection

Number of faulted diagonals:
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Appendice - AES PFA

80
Occuring values
e Forbidden values
60
3
o
S 40
ut
o
20
0 - ° °

I I I I I
0 0x23 100 0x8f 200 250
Ciphers first byte value
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Appendice - Analyzer and simulator

[ Function analyzer ]
help / 1 \

Binary . . .
o determine  Function Synthesized Memory
Shared libraries ]
) calls representation accesses
Functions names
help help help
build determine build
Call Target address(es), Memory

hooks \Start address initial state

. End/Win
Fault simulator |- .
conditions
Successful Fault
attacks model
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Appendice - sudo Forced authentication - User program

Bench

Process 1 Wait signal

Wait
Process 2 sudo “command' —
password
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Appendice - sudo Forced authentication - User program

Bench |Send signal Wait trigger

Process 1 Wait signal

Wait
Process 2 sudo “command' —
password
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Appendice - sudo Forced authentication - User program

Bench Send signal Wait trigger

Process 1 Wait signal —»| S
password

\
Wait
Process 2 sudo “command' —
password
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Appendice - sudo Forced authentication - User program

Bench Send signal Wait trigger

L Send (dumm :
Process 1 Wait signal — pas(sword 2 —» Wait response
|

Wait
Process 2 sudo “command' —
password
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Appendice - sudo Forced authentication - User program

Bench Send signal Wait trigger

T

L Send (dummy)
Wait | — — <
Process 1 ait signa R

'
Wait Verify
Process 2 sudo “command' —
password password

Wait response
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Appendice - sudo Forced authentication - User program

Wait trigger —»

T

e Send (dummy)
Wait | — —
Process 1 ait signa ——

Bench Send signal

Wait response

Wait Verify

password pass;word

Process 2 sudo “command' —
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Appendice - sudo Forced authentication - User program

Bench Send signal Wait trigger Perturb Wait response

T

L Send (dummy)
Wait | — _—
Process 1 ait signa —

Wait response

Wait Verify

password pass;word

Process 2 sudo “command' —
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Appendice - sudo Forced authentication - User program

Bench Send signal

Send (dummy)

Process 1 Wait signal —»
password

Wait

—_I

Wait trigger Perturb Wait response

T

Wait response —— — Send response

Verify Send

Process 2 sudo “command' —
password

pass;word response
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Appendice - sudo Forced authentication - EM analysis

Succeed authentication

—— EMsignal
e v,pww‘mmw" il —— Trigger signal

Voltage (V)
[T
N v oy 8 8 G 3
o &% 3 &8 &% 3 &

Failed authentication

Voltage (V)

o 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000 11000 12000 13000 14000
Time (us)
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Appendice - sudo Forced authentication - EM analysis

Succeed authentication

—— EMsignal

" =

[T
5 & 3
o 3 &

Voltage (V)
N ow oS S
o & & & 8

Failed authentication

e oe e
5 & 3
s 3 &

Voltage (V)
5
3

75
50
25
o
o 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000 11000 12000 13000 14000
Time (us)

$6$hH . 15uU51aaxuXHY$wtSOcCKWDY 1 JmyY2CW1Vs/81xyON36ZxQV2RpMIKITZqkIM181yXNMICOYNIVDeUVXGHOFs390n16Lw8n5ArZ0
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Appendice - sudo Forced authentication - EM analysis

Succeed authentication

175 —— EMsignal
0 WMMM A ~—— Trigger signal
sus
g 100
g

50

25

0

Failed authentication
175
| !

e MNWM[MHN'M
s125
2100
s
g

50

25

0

[ 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000 11000 12000 13000 14000
Time (us)

$6$hH . 15uU51aaxuXHY$wtSOcCKWDY 1 JmyY2CW1Vs/81xyON36ZxQV2RpMIKITZqkIM181yXNMICOYNIVDeUVXGHOFs390n16Lw8n5ArZ0

$6$hH. 15uU51laaxuXHY$4b7acwY3u21L9Wd8TxQeCIkpmasNufgDzIrScjXreP8oFQA4c . OnZmcYJB2zf 5p6rDvPABCOF06 JWvquBKaVc .

33



Appendice - sudo Forced authentication - EM analysis

Succeed authentication

175 —— EMsignal
150 —— Trigger signal
sus

g 100
g

50

25

0

Failed authentication
175
| !

e MNWM[MHN'M
s125
2100
s
g

50

25

0

[ 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000 11000 12000 13000 14000
Time (us)

$6$hH. 15uU51aaxuXHY$wtSOcCKWmY1JmyY2CW1Vs/81ixyON36ZxQV2RpMIkITzqkIM181yXNMICoYNIVDeUVXqHOFs390n16Lw8m5ArZ0

$6$hH. 15uU51laaxuXHY$4b7acwY3u21L9Wd8TxQeCIkpmasNufgDzIrScjXreP8oFQA4c . OnZmcYJB2zf 5p6rDvPABCOF06 JWvquBKaVc .
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Appendice - sudo Forced authentication - EM analysis

[T
5 & 3
o 3 &

Voltage (V)
N ow oS S
& 8 & 8

o

Voltage (V)

Succeed authentication

—— EMsignal
—— Trigger signal

Failed authentication

L

AL

o 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000 11000 12000 13000 14000
Time (us)

$6$hH. 15uU51aaxuXHY$wtSOcCKWmY1JmyY2CW1Vs/81ixyON36ZxQV2RpMIkITzqkIM181yXNMICoYNIVDeUVXqHOFs390n16Lw8m5ArZ0

$6$hH. 15uU51laaxuXHY$4b7acwY3u21L9Wd8TxQeCIkpmasNufgDzIrScjXreP8oFQA4c . OnZmcYJB2zf 5p6rDvPABCOF06 JWvquBKaVc .

strncmp() in verify_pwd_hash() in pam_unix.so

PoC of forced authentication done in [Gai+20]
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